How was the data stored in the exposed database?

SpyCloud SpyCloud Breach Original Exposed Total Extracted
Breach ID Title Index Title Records Data Asset Types
['national_id', 'country', 'city’, 'address_1", 'cc_bin', ‘county’, 'social_qq',
'birth_year', 'cc_last_four', ‘country_code', 'full_name', 'phone’, 'dob',
Exposed Chinese Dataset 'bank_name', 'mobile_carrier', 'state’, 'cc_number’, 'postal_code’, 'email’,
131582 - Part 1 bcsj 2,557,712 'username']
['‘country', 'city', 'address_1', 'county’, 'industry’, 'social_weibo’',
Exposed Chinese Dataset ‘country_code', 'account_id', 'full_name', 'phone’, 'company_name',
132818 - Part 2 company 146,503,137 'mobile_carrier', 'state', 'postal_code', 'email']
Exposed Chinese Dataset ['national_id', 'full_name', 'vehicle_identification_number', 'city', 'phone’,
132630 -Part3 ddcex 62,259,049 ‘address_1', 'dob', 'county', 'mobile_carrier', 'state’, 'birth_year']
['national_id', 'country', 'educational_institution’,
'vehicle_identification_number', 'city’, 'address_1', 'county’, 'birth_year',
Exposed Chinese Dataset ‘country_code', 'full_name', 'phone’, 'dob’, '‘company_name',
131587 -Part4 dksj 4,846,837 'mobile_carrier', 'state', 'postal_code’, 'email’]
Exposed Chinese Dataset ['national_id', 'country', ‘country_code', 'full_name', 'city’, 'address_1", 'dob’,
135839 -Part5 erys 1,107,186,697 ‘county’, 'state’, 'birth_year']
Exposed Chinese Dataset ['national_id', 'full_name’, 'city', 'address_1', 'dob’, "'county’, 'state’,
131588 - Part6 figd 618,834 'postal_code', 'birth_year]
Exposed Chinese Dataset
132827 -Part7 glsj 1,223,748 ['full_name', 'phone']
Exposed Chinese Dataset ['national_id', 'password', 'city’, 'phone’, 'address_1', 'dob', 'county’,
132875 -Part8 hdyxIt 28,553,065 'mobile_carrier', 'state’, 'email’, 'birth_year']
Exposed Chinese Dataset
135840 -Part9 imei 866,017,458 ['city’, 'mobile_equipment_id', '‘phone’, 'mobile_carrier', 'state’]
Exposed Chinese Dataset ['national_id", 'educational_institution’, ‘full_name', 'city’, 'phone’,
131597 - Part 10 JXxy 146,351 ‘address_1', 'dob', 'county’, 'state’, 'birth_year']
['national_id', 'country', 'educational_institution’,
'vehicle_identification_number', 'city', 'address_1', 'county’, 'birth_year",
Exposed Chinese Dataset ‘country_code', 'password’, 'full_name’, 'phone’, 'dob', 'company_name’,
135118 - Part 11 jzsj 854,918,746 'mobile_carrier', 'state’, 'postal_code', 'email’]
Exposed Chinese Dataset
131600 -Part 12 kdsj 1,020,948 ['account_id', 'full_name', 'city’, '‘phone’, 'mobile_carrier', 'state’]
['national_id', 'country', 'educational_institution’,
'vehicle_identification_number', 'city', 'address_1', 'county’, 'birth_year',
Exposed Chinese Dataset ‘country_code', 'full_name', 'phone’, 'dob', '‘company_name',
132652 -Part 13 kdwm 78,508,644 'mobile_carrier', 'state’, 'postal_code', 'email’]
Exposed Chinese Dataset ['country', 'country_code', 'full_name’, 'city', 'phone’, 'address_1'", 'county’,
132634 - Part 14 kfc 30,686,774 'mobile_carrier', 'state', 'postal_code', 'email']
['national_id", 'country’, 'educational_institution’,
'vehicle_identification_number', 'city', 'address_1', 'county’, 'birth_year',
Exposed Chinese Dataset ‘country_code', 'full_name', 'phone’, 'dob', '‘company_name',
132863 - Part 15 kfsj 25,311,858 'mobile_carrier', 'state’, 'postal_code', 'email’]
['country’, ‘city’, 'address_1', 'county’, 'country_code', 'password',
Exposed Chinese Dataset ‘account_id', 'full_name', 'phone’, 'mobile_carrier', 'state’, 'postal_code',
132923 - Part 16 ksdd 16,198,222 ‘email']
Exposed Chinese Dataset
132921 - Part 17 Insj 1,947,336 ['password’, 'city', 'phone’, 'mobile_carrier', 'state’, 'email']
Exposed Chinese Dataset
132965 - Part 18 mmsj 1,947,337 ['password’, ‘city’, 'phone’, 'mobile_carrier', 'state’, 'email']
Exposed Chinese Dataset
133367 - Part 19 ppX 167,113,787 ['password’, 'city', 'phone’, 'mobile_carrier', 'state’, 'email’]




Exposed Chinese Dataset

['national_id', 'country', 'educational_institution’,
'vehicle_identification_number', 'city', 'address_1', 'county’, 'birth_year',
‘country_code', 'phone’, 'dob’, ‘company_name', 'mobile_carrier', 'state’,

132784 - Part 20 qyjgtgs 16,724,308 'postal_code', 'email']
Exposed Chinese Dataset ['national_id', 'country', 'country_code', 'full_name', 'city', 'phone’,
135836 - Part 21 sanys 355,999,499 ‘address_1', 'dob’, 'county', 'mobile_carrier', 'state’, 'birth_year']
['national_id', 'country', 'educational_institution’,
'vehicle_identification_number, ‘city’, 'address_1', 'county’, 'birth_year',
Exposed Chinese Dataset ‘country_code', 'full_name', 'phone’, 'dob', '‘company_name',
132922 - Part 22 sfkd 53,952,981 'mobile_carrier', 'state’, 'postal_code’, ‘email']
['national_id', 'country', 'educational_institution’,
'vehicle_identification_number', 'city', 'address_1', 'county’, 'birth_year',
Exposed Chinese Dataset ‘country_code', 'full_name', 'phone’, 'dob’, '‘company_name',
133385 - Part 23 sgsj 88,556,202 'mobile_carrier', 'state’, 'postal_code', 'email’]
['national_id", 'educational_institution’, 'vehicle_identification_number, ‘city’,
Exposed Chinese Dataset ‘address_1', 'county’, 'birth_year', 'full_name', 'phone’, 'dob’,
133349 - Part 24 shssm 43,713,638 ‘company_name', 'mobile_carrier', 'state’]
['national_id', 'country', 'educational_institution’,
'vehicle_identification_number', 'city', 'address_1', 'county’, 'birth_year',
Exposed Chinese Dataset ‘country_code', 'password’, 'full_name', 'phone’, 'dob’, '‘company_name’',
133124 - Part 25 tbsj 22,234,473 'mobile_carrier', 'state’, 'postal_code', 'email’, 'username']
Exposed Chinese Dataset
134960 - Part 26 txqq 516,223,656 ['city’, 'phone’, 'mobile_carrier', 'state’, 'social_qq', 'email’]
Exposed Chinese Dataset ['full_name’, 'city’, 'phone’, 'social_wechat', 'mobile_carrier’,
134326 - Part 27 weixin 302,205,360 ‘account_image_url', 'state’, 'email’]
Exposed Chinese Dataset
134331 - Part 28 wyy 253,554,717 ['password', 'email’, 'username']
['national_id', 'country', 'educational_institution’,
'vehicle_identification_number, ‘city’, 'address_1', 'county’, 'student_id',
Exposed Chinese Dataset ‘ec_full_name', 'birth_year", 'country_code', 'full_name’', 'phone’, 'dob’,
133364 - Part 29 Xjsj 155,912,346  |'company_name', 'mobile_carrier', 'ec_phone', 'state’, 'postal_code’, 'email’]
Exposed Chinese Dataset
133233 - Part 30 xmlt 8,280,578 ['password', 'salt', ip_addresses’, 'email’, 'username']
['national_id', 'country', 'educational_institution’,
‘vehicle_identification_number', 'city’, 'address_1", 'cc_bin', 'county’,
Exposed Chinese Dataset 'birth_year', 'cc_last_four', ‘country_code', 'full_name', 'phone’, 'dob',
135902 - Part 31 ylsj 365,123,430 ‘company_name', 'mobile_carrier', 'state’, 'cc_number’, 'email’]
Exposed Chinese Dataset
133375 - Part 32 yxIm 91,696,176 ['account_id"
Exposed Chinese Dataset ['password', 'full_name', 'city', 'phone’, 'address_1", 'county’,
133202 - Part 33 zaw 5,024,324 'mobile_carrier', 'state’, 'postal_code', 'email', 'username’]
Exposed Chinese Dataset ['national_id", 'full_name', 'city', 'address_1', 'dob', 'county', 'state’,
133590 - Part 34 zczgz 620,480 'birth_year"]
['national_id', 'country', 'educational_institution’,
'vehicle_identification_number', 'city', 'address_1', 'county’, 'birth_year",
Exposed Chinese Dataset ‘country_code', 'full_name', 'phone’, 'dob’, '‘company_name',
134961 - Part 35 zfb 388,203,043 'mobile_carrier', 'state’, 'email']
['national_id", 'country', 'educational_institution', 'city', 'address_1', 'county’,
‘ec_full_name', 'birth_year", 'country_code', 'full_name', 'phone’, 'dob’,
Exposed Chinese Dataset ‘company_name', 'mobile_carrier', 'ec_phone', 'state’, 'postal_code',
133231 - Part 36 zgsj 11,192,757 'job_title', 'email']
['national_id', 'country', 'educational_institution’,
'vehicle_identification_number', 'city', 'address_1', 'county’, 'birth_year',
Exposed Chinese Dataset ‘country_code', 'account_id', 'full_name', 'phone’, 'dob’, '‘company_name',
136235 - Part 37 zhys 198,017,160 'mobile_carrier', 'state’, 'postal_code', 'email’]
['national_id', 'country’, 'city’, 'address_1'", 'county’, 'birth_year’,
Exposed Chinese Dataset ‘country_code', 'full_name', 'phone’, 'dob', 'mobile_carrier', 'state’,
133126 - Part 38 zlzp 1,747,797 'postal_code', 'email']




133651

Exposed Chinese Dataset
- Part 39

zyh

104,215,621

['national_id', 'country', 'educational_institution’,
'vehicle_identification_number', 'city', 'address_1', 'county’, 'birth_year',
‘country_code', 'full_name', 'phone’, 'dob', '‘company_name',
'mobile_carrier', 'state’, 'postal_code', 'email’]
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